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Abstract: The purpose of this paper is to define a reference framework for introducing eLearning
practices in mainly face-to-face higher education institutions. We suggest a suitable adoption and
management of associated infrastructures and processes, in order to guarantee the ethical use of
data in the related academic and learning analytics. A theoretical framework is proposed after years
of practice and experience in the institutional government of IT processes related to learning tech-
nology. The digital transformation of teaching should imply the right technological decisions made
by people and for people, in order to achieve a more inclusive, participative, and human university
supported by technology. digital transformation is a social requirement of governments, companies,
and institutions, and it should take into account the associated risks of the unethical use of technol-
ogy, which leads to the dark side of transformation processes. eLearning approaches, especially
with the influence of the COVID-19 outbreaks, are increasing the need for digital mechanisms in
universities. Further, there is a need for strategical support and reference models if we are to avoid
these undesired effects.

Keywords: digital transformation; learning technologies; eLearning; learning analytics; academic
analytics; higher education; digital and ethical readiness; IT government; IT risks; eLearning refer-
ence model

1. Introduction

Digital transformation is a necessity in the current state of the society. Most compa-
nies are undertaking transformation actions [1-3] and claiming to be leaders of change.
They claim to be highly competitive in their activity domains, with the conviction that
changes in digital technologies could bring about new procedures in a company’s busi-
ness model. These new approaches would generate changed products, or changes in or-
ganizational structures, or a deeper automation of processes [4].

Digital transformation implies significant changes in organizations, as persons are
concerned. Grajek and Reinitz [5] define digital transformation as a series of deep and
coordinated culture, workforce, and technology shifts that enable new educational and
operating models and transform an institution’s operations, strategic directions, and
value propositions. Gobble [6] establishes that digital transformation is the profound
transformation of business activities and organisations, processes, competencies, and
models for the maximum effectiveness of the changes and opportunities of a technology
mix and its accelerated impact on society, in a strategic and prioritized way.

In the case of universities, analogously to the rest of the domains, it is necessary to
face a crucial digital transformation of the institutional model [7-10]. If a university wants
to persist in time as a vital participant in this transformation, and not to disappear from
the stage, it must evolve integrally [11,12].
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the university digitalisation has been addressed for more than a decade, understood
as the digital university transition [13]. Nevertheless, universities’ digital transformation
goes beyond mere digitalisation, which is also necessary as a basis for change. However,
although digitalisation is oriented towards content, operations, and processes, a real dig-
ital transformation requires a complete change in the institutional model and in its inter-
actions [14], framed within a strategic framework.

All the university’s missions are under the digital transformation scope, but this pa-
per is focused on the teaching mission. Nowadays, the difference between face-to-face
universities and online ones is becoming less marked. Presential universities are betting
on more online or blended programmes [15], and online universities are investing in more
physical campuses. Moreover, the COVID-19 disease has accelerated the needs for online
education in all universities worldwide [16,17], questioning, at the same time, the maturity
of the digital transformation at the teaching stage [18].

Face-to-face universities should have a reference framework to drive the university
managers’ strategic decisions to the community and receive and accommodate the com-
munity’s proposals. This approach combines both top-down and bottom-up flows to man-
age the knowledge and the digital transformation process [19-21].

Having a reference framework for online teaching is essential to make strategic deci-
sions inside the institution about eLearning practices. Further, it is necessary to consider
the adoption and management of associated infrastructure and processes. Fortunately,
digital teaching introduces more data management capabilities [22], which might intro-
duce more transparency and better decision-making processes for teaching, and for aca-
demic improvement. However, these data-based procedures require the definition of an
ethical behaviour, in order to define trusted analytics actions that provide enough guar-
antees about security and privacy [23,24] for any involved person. Further, this will help
avoid any dark side practices derived from the technological ecosystem [25] interfaces.

The trust in the information technology (IT) systems is crucial for their adoption [26].
If the academic community (including faculty, students, and service staff) has doubts
about these technologies, if the community feels that they are a form of hidden surveil-
lance, then IT will never be fully accepted, which implies the failure of the teaching digital
transformation process and, further, a failure of the overall digital transformation of the
university’s missions.

This paper is devoted to defining an institutional reference framework for eLearning
in higher education, which can be adapted to meet each university’s specific requirements
and idiosyncrasies, with particular attention to the ethical issues build-up a useful and
trusted learning and academic analytics layer.

2. eLearning Models Review

Several eLearning models aim to integrate the principles that guide the use of tech-
nology in education.

The Technological Pedagogical Content Knowledge (TPCK) model [27,28] is one the
best known references and it establishes that teachers need to develop three kinds of
knowledge: technological, pedagogical, and of contents adequate for using information
and communication technologies (ICT) in education (see Figure 1). Pedagogical
knowledge refers to practices and methods used to promote learning; disciplinary or con-
tent knowledge is related to the subject to be taught, and technological knowledge refers
to the use of tools included in the curriculum. The intersection between these knowledge
domains means new knowledge areas: pedagogical-content knowledge (PCK) means the
strategies used by the teacher to teach the subject; technological-content knowledge
(TCK) is oriented to knowing not just the subject matter they teach but also how the ap-
plication of technology can change the subject matter; on the other hand, technological-
pedagogical knowledge (TPK) is related to the existence, components, and capabilities of
various technologies as they are used in teaching and learning settings, and conversely,
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knowing how teaching might change as the result of using particular technologies. Fi-
nally, technological-pedagogical-content knowledge (TPCK) is to know how to apply
these elements in a given context.
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Figure 1. TPCK model. Source: based on [28].

The SAMR (substitution, augmentation, modification, and redefinition) model [29]
provides a framework to improve the integration of emerging technologies in the class-
room. This model is composed of four tasks, as shown in Figure 2, one for each letter of
the model name, which are grouped under two different areas, “enhancement”, which
groups substitution and augmentation tasks, and “transformation”, which involves mod-
ification and redefinition tasks. Enhancement means the leverage of technology to replace
and/or improve existing tools in the learning process, while transformation implies new
opportunities for learning that are not easily possible without the technology.
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Figure 2. SMAR model architecture. Source: based on [30].
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Portuguez-Castro [31] proposes an eLearning educational model to identify entre-
preneurial skills organised in layers with social, pedagogical, technological, instructional
design, and quality items (see Figure 3).
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Environment: - Institution’s mission and vision - entrepreneurial ecosystem

Figure 3. eLearning educational model for the identification of entrepreneurial skills. Source: based on [31].

The models mentioned above are oriented to faculty, but the challenge is to establish
a model that could be leveraged as reference model from an institutional level to define a
strategy for non-presential teaching that teachers could adopt.

3. Results: Institutional Reference Framework for eLearning Structure

A framework for eLearning, including blended learning [32], will only make sense if
itis based on the educational institution’s strategic view and is congruent with its mission
and vision [33].

The ethical, service, technological infrastructure, and pedagogical model pillars will
be used to provide the necessary elements for this reference framework. Contents must
be given special consideration, since, together with pedagogical guidelines, they will be
the key to instruction development (see Figure 4).

On this basis, a structural framework model is proposed based on the Layers pattern
[34], which is represented in Figure 5. Seven layers compose the framework; the lower one
is the infrastructure layer; the upper one is the policy and strategy layer. The lower layers
support the services and objectives of the upper layers, until, in a bottom-up approach,
the institutional policy and strategy on distance learning are defined, which, in turn, in-
fluence decision-making in each of the other layers.
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3.1. Infrastructure Layer

The basis of an online education strategy is the technological infrastructure, which
must include three sections: management and governance, physical infrastructure, and
logical infrastructure [35].

In a scheme of technological transformation of a university, the government of tech-
nologies [36,37] is an essential facet, in which the initiatives corresponding to online edu-
cation must be organised within the project portfolio [38] of the government team.

The physical infrastructure to support online teaching must cover the different con-
nectivity needs, servers, storage space, audio-visual content production, etc., combining
technological solutions acquired in property or hosted in external data centres.

Concerning the logical infrastructure, the definition of the technological ecosystem
for online education [39] of the university [40] should be undertaken, to maximise both
the interoperability and evolution of the software components of the ecosystem and the
user experience of the persons who are also part of this ecosystem [41].

Figure 6 shows a diagram, which does not intend to be exhaustive, that shows the
software components of the technological ecosystem for the support of online education
organized in the processes of instructional design, content production, content publica-
tion, and delivery.
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Figure 6. Software components of a technological ecosystem for online teaching.

In the section on instructional design, various eLearning or LMS (Learning Manage-
ment Systems) platforms are shown, both for the definition of traditional online courses
and in MOOC (massive open online courses) [42] or SPOC (small private online courses)
formats [43,44]. Although these platforms will also be involved in the delivery of the
courses, they are present in order to differentiate the design facet of the environment from
the development of courses, so that these platforms will interact with other components
of the institutional ERP (enterprise resource planning), such as academic management.
They are also intended to link teachers and students to the virtual classrooms or to offer
value-added services to these platforms.

In content management, we differentiate between the production or creation part,
authoring tools [45], and the components necessary for the preservation and access to dif-
ferent types of repositories [46].

COVID-19 disease has popularized video conferencing tools for synchronous teach-
ing sessions, meeting, or tutoring. Students feel highly satisfied with the videoconferences
teaching quality [47]. However, different difficulties with this system might be under-
lined, such as class rhythm, problems for interacting with the teachers and peers, attention
and procrastination issues, etc. [48]. Thus, video conferencing systems are an essential
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component of the online learning technological ecosystems [49], because not all of the ac-
tivities must be synchronous. These tools include functionalities to save the sessions and
provide them to the students for future visualization, whether they assisted or not (live,
so to say) in those teaching sessions.

The LMS platform can be extended with different plug-ins. The policy to do so must
be well-defined; otherwise, the evolution of the LMS might be compromised. Online as-
sessment has been perhaps the most complicated problem during the COVID-19 emer-
gence online transformation [50,51]. Thus, plug-ins for ensuring ethical behaviour during
online examinations are very popular, especially those that include anti-plagiarism [52]
and e-proctoring [53] functionalities.

3.2. Contents Layer

In an online education programme, the educational content alone does not guarantee
the training process’s quality, but it does have high relevance. Ensuring institutional con-
tent with a regular updating programme is a critical point for universities and a risk factor
due to the obsolescence of content, but also due to poor management of the creation and
updating flow.

Another of the significant institutional challenges related to educational content is
incorporating flexibility so that teachers can contribute new content, activities, etc., with-
out fighting a packaged and closed format.

It is also essential to grow the institutional audio-visual collection, both in informal
and formal pills, to complete a good collection of recordings of conferences, master clas-
ses, etc. In this sense, online education must incorporate the synchronous or asynchronous
component, allowing that these sessions are of non-compulsory live attendance. Sessions
can be recorded to be viewed by students as many times as they find necessary and inde-
pendently of when they attended them for the first time.

Educational content must scrupulously respect the intellectual property of the ele-
ments that are integrated into it (texts, videos, images, etc.), but institutions also have an
excellent opportunity to increase their visibility by adopting open licenses for their edu-
cational content [54]. This includes the creation of content in other languages, with partic-
ular attention to content in English, or the introduction of subtitles in different languages
in the videos, which would also increase the accessibility of audio-visual educational con-
tent.

Figure 7 shows a conceptual model of an online module’s contents or course carried
out with the UML (unified modelling language) [55].
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Figure 7. Software components of a technological ecosystem for online teaching.
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The guide is the main organizational material of the course. It must be updated in
each edition of the unit in order to adapt it to changes in the calendar, in activities, in
resources, etc.

Assessment resources can be of the continuous or final evaluation type. They are dif-
ferent from the self-evaluation tests of the topics. It is considered mandatory that some
assessment items exist at subject level.

It is recommended that, unless there is already an appropriate handbook for the sub-
ject being taught, it should be authored by the online unit’s teaching staff. The recommen-
dation would be that it should be licensed under an open licence and all its contents
should preserve the copyright of third parties. This should be offered in different formats
(pdf, epub, html, etc.) and consists of the different subjects” technical notes.

Video pills are more representative than textual content because of the influence of
the content channels people interact with today. These pills should be of short duration,
with an approximate time of between 3 and 7 min (not recommended to exceed 10 min,
15-18 min in the case of podcasts) [56-59], combining different types, in order to avoid all
of them being in the talking-bust format. It is much to be preferred to have a combination
of videos recorded by the institution, with video tutorials, recordings of the teachers, an-
imations, interactive materials, etc.

The other types of content will be managed by the teaching team, including different
types of activities, third party resources, self-assessment tests, etc., but paying particular
attention to the resources for interaction with the students, given that this is key for learn-
ing, collaboration, and active participation by all those involved in the training action
[60,61].

3.3. Educational Model Layer

The educational model is where the instruction of the training actions is designed,
together with the contents, services, and technologys; it is the critical element to sustain an
online offer’s quality. There must be a close connection with the institutional strategy of
online education. The objective is to mark the degree of freedom that faculty will have
and the configuration of the groups of students. This will have a direct relationship with
the number of teachers needed to preserve the quality of teaching, based on ensuring in-
teraction between participants, as opposed to the effect of massification, which, on the
other hand, may be desirable in other online course formats, such as MOOCs.

In a subject with an online component, i.e., not in a face-to-face one, concerning the
pedagogical model based on quality, very clear and well-defined premises must be taken
as a starting point.

Firstly, online education is not synonymous with traditional distance education.
Technologies perfectly allow a deferred presence in time and space, very different from
the traditional distance education concept. Furthermore, although educational models are
defined in this way, online education is not merely the publication of content on learning
platforms. It requires more significant interaction and collaboration between participants,
seeking a balance between self-regulated learning and active and collaborative learning.
This, in turn, requires the teaching team to be present and to make an effort to attend to
students when a course or subject is ready to be accessed online, which can be more sig-
nificant and more intense than in face-to-face education [62,63]. Therefore, if a commit-
ment to quality non-face-to-face education in a university is to be made, any vestige or
myth related to the consideration of this educational modality as a second-class product
or whose teaching commitment requires less effort than that which would be employed
in an equivalent situation in a face-to-face context must be eliminated.

Secondly, the competences acquired by a student studying a non-attendance qualifi-
cation must be the same as if they were studying the same qualification in a face-to-face
way, including transversal competencies or soft skills, which must be guaranteed in the
design of non-attendance programmes [64,65].
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The third premise is that in the instructional design of online subjects or courses, a
balance must be reached between self-regulated learning processes and the need to inter-
act and collaborate with other peers. The latter aspect is fundamental to achieving the
learning objectives and the aforementioned transversal competences. This is an aspect that
is always controversial, since it involves questioning some of the aspects that have been
defended since the origins of online education, flexibility and self-regulation [66], as op-
posed to the commitments of having to fulfil a set programme and achieve learning ob-
jectives in a collaborative and interactive context. Therefore, it is a question of balancing
opposing interests such as flexibility vs. planning or personalisation vs. collaboration to
ensure that, within the freedom to act within a given time frame, the planned objectives
are met and that the training action does not end in chaos. Furthermore, one must be
aware that not all subjects require the same approaches and that not all types of non-at-
tendance training actions share the same context, formality, and educational objectives.
This is why it is essential to carry out the instructional design adapted to each specific
action [67].

Considering these premises, the educational model for sustenance, from the perspec-
tive of quality, of non-face-to-face education with an online component must take into
account the following aspects.

(1) Each non-presential initiative must have an institutional virtual space that meets
the identity, technical, and content requirements defined in the respective layers of the
reference model.

(2) In the case of non-attendance degrees, these must have the same coordination and
commission structure, both academic and quality, like the rest of the university’s degrees,
thus transmitting that what is important is the degree offered and not so much the meth-
odology used to teach it.

(3) The students’ group size should be defined. Except in the case of self-study
courses or MOOCs, group size will be essential to keep it at a number that allows interac-
tion and collaboration, both of minimum and maximum students, while making it sus-
tainable from the perspective of teaching policy. In any case, the maximum number of
students in an online group in which interaction between participants is desired should
not exceed 30—40 people per group, and it is advisable to stay in the lower part of the
interval.

(4) Interaction through asynchronous components is compelling in providing the
flexibility of access and follow-up for students. However, the teaching staff must establish
maximum response times so that students receive any necessary feedback without this
preventing them from following the development of their learning objectives.

(5) The sequencing of the subjects or courses of an educational programme must be
determined. There are multiple options, and all have their advantages and disadvantages,
but in the online format, the sequencing of subjects or the minimum overlap of some of
them makes it easier for non-classroom learners to follow them. Regardless of the se-
quence chosen, it should be borne in mind that the total weekly load for students should
be consistent with the referenced credit unit, such as ECTS (European Credit Transfer and
Accumulation System) in Europe, and the reality of online students.

(6) Ethical aspects must be taken into account in the educational context in general
and in particular in the case of non-attendance degrees. Respect for the authorship of the
work carried out, the correct use of the materials’ licenses, and the ethics of not falling into
plagiarism must be present and guaranteed in all subjects, using automatic tools for de-
tecting plagiarism.

(7) Assessment systems have to consider the diversity of students. Assessment exam-
inations must be consistent with the competences to be assessed and the degree of attend-
ance they require (it should be taken into account that an online degree can use face-to-
face assessment exams, either with a physical presence or online, without losing its non-
attendance status). As a general principle, assessment systems will ensure that there is
adequate control over the authorship of assessment exams (identification of students) and
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that the student has taken the examinations without unauthorised external assistance
(control of the environment). This may be justified by the evaluation system’s presence or
by an appropriate combination of technology and human resources [53].

(8) Teachers who teach on an official university online degree must have adequate
preparation to deploy their skills as online teachers, and this must be guaranteed by the
university and supported by a continuous training plan for teachers which addresses,
among other topics, aspects related to technologies for online teaching, the pedagogical
model, and teaching innovations. Lack of this specific knowledge in university teachers is
one of the most critical barriers to the deployment of quality online training in higher
education [68,69]. However, other authors believe that this lack of specific skills rather
than being a barrier is a symptom of something that is failing at the strategic level of uni-
versities [70-72].

Consistent with the above, the following teaching functions are differentiated in
online education:

1. The creation of content to be used in the course.

2. The instructional design and planning of the virtual environment (sequencing the
contents and activities to be carried out with the tools and resources available on the
institutional virtual campus, as well as in other online environments and tools).
Synchronous teaching via videoconference.

Asynchronous tutoring and monitoring of activities and interaction.

Evaluation of students.

Mentoring or personalised follow-up of the student to prevent him/her from drop-
ping out (the mentor’s figure must be assigned at the beginning of the degree and
should remain until the end of it).

SANRS L N

In order to carry out these tasks, universities will define the structure of their teaching
staff, following the categories and figures established in the legislation, collective agree-
ments, contracts, and agreements, but ensuring that this teaching staff possesses the skills
as mentioned earlier to carry out their online teaching work.

3.4. Adaptation of the Academic Services

Having online degrees implies integrating this reality into the digital transformation
with the rest of the academic services affected, because it makes no sense to duplicate the
services affected, nor would it be appropriate to do so if it were feasible to give institu-
tional normality to non-presential degrees.

Thus, among other things, regulations and workflows must be modified for degree
verification, registration, quality assessment, online classroom booking, online practices,
examination regulations, regulations for the defence of theses, student information, pri-
vacy regulations, etc.

3.5. Ethics, Privacy, and Security Issues

This layer must be the institutional guarantee to fight against the dark side practice
related to the abusive and unethical use and exploitation of data within the learning pro-
cess.

Teaching digital transformation must be oriented to persons for achieving a more
inclusive, participative and human university supported by technology. Data are a pow-
erful and strategic asset, but also have associated risks that define this concept of the dark
side of the transformation and analytical processes.

For this reason, online education requires the establishment of a set of services that
do not exist or go unnoticed in face-to-face teaching.

Confidentiality and respect for the privacy of individuals must prevail over any other
criteria in online education. In this field, institutional regulation should be based on the
existing legal framework, such as the General Data Protection Regulation (GDPR) [73].
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Academic and learning analytics are crucial for decision-making processes at both
institutional [74] and faculty levels [75,76]. Powerful dashboards [77] should be included
in the technological ecosystems of the institution [78]. However, access to personal data
must always be under the institutional regulations” ethical umbrella [79].

3.6. Identity and Communication

This layer aims to define a brand that identifies the online offer within a more pow-
erful brand that is the name of the on-site university. It is a question of taking benefit of
the competitive advantage of having a face-to-face university, whose name will already
be positioned in the higher education sector, but which must be given specific weight in
the online education sector.

This identity must be built both internally and externally through three key elements.
Firstly, an image design that, being congruent with the existing corporate image, gives it
that differentiating and attractive feature to attract attention and make a space in the vir-
tual space. However, the central component is a multi-device web portal, with a simple
and dynamic design that reflects the attraction of the graphic design carried out, and that
serves, in addition to serving as a catalogue of the entire online educational offer of the
university, as an information portal on online education. To become a focus of attention
for the community interested in online education, for its offer and contents, it is necessary
to connect the portal with the third element, the social media. The presence in the different
social networks should be very active and independent of the university’s general social
media managers, although there should be coordination to achieve a more significant
overall impact. This is strategic for building a digital brand from an activity model’s ex-
perience and development that comes from a mostly offline context [80].

Within this communication strategy, attention to users is important, in order to give
the best response in the shortest possible time (either directly or by referring it to the per-
son who best knows how to respond). A large part of the questions and queries that will
be made is not strictly related to the subjects’ academic aspects, but rather to doubts about
the platforms, user management, and administrative questions.

3.7. Policy and Strategy

The adoption of an online education model requires a commitment from the univer-
sity as a whole, starting with its leading team [81]. Therefore, the definition of a strategy
on non-face-to-face education (both online and semi-face-to-face) in a public university
should be an institutional project and should not be considered as an isolated or person-
alistic project and should be reflected explicitly and in a way that is not merely testimonial
in the institutional strategic plan [82]. This strategy must be aligned with the overall policy
on the institution’s digital transformation, because, as discussed in the academic services
layer, several administrative procedures will be affected by the implementation of online
degrees. Consequently, the institutional strategy must be consistent with any other exist-
ing strategy in this field in the administration with competences in education and with
any existing higher-order regulations.

Some institutions opt to outsource the online education part. Since this is a decision
that belongs to the governing bodies of the universities, this is considered a risky option
and denotes an undecided commitment to this type of training. As teaching is one of the
core areas of any university, it would mean losing control of something that is inherently
part of the institution, which does not mean that there cannot be a collaboration with all
kinds of actors for the development of specific actions according to the interests and needs
that may arise.

From an internal perspective, the strategy to be defined concerning online education
must be of the win-win type, where all the actors involved (teachers, students, service
personnel) win and the university also wins. On this level, the recognition of online teach-
ing work must be fully covered and encouraged if the initial resistance to accepting a new
paradigm is to be broken for a vital part of the teaching staff.
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Online education has many areas of action (formal, non-formal, and informal), and
not all of them have the same impact within the institution, but the online education strat-
egy must cover all the options in which the university wants to have a presence with its
institutional brand.

The offer, mainly formal, of online degrees at a university, can come from the identi-
fication of new degrees to be incorporated into the official catalogue and from the trans-
formation of existing face-to-face degrees into online or blended degrees or may not coex-
ist with fully face-to-face itineraries.

This strategy must be based on a set of technological incentives and facilitators (tech-
nological ecosystem designed to maximise the user experience, useful and easily accessi-
ble tools and services for all participants, etc.), methodological factors (strengthening of
SPOC, MOOC, use of the inverted classroom, etc.), and university policy (recognition in
the staffing model, reinforcement of staff, both teachers and technicians, indirect incen-
tives in the form of internationalisation, innovation projects, teaching publications, etc.).

As a final recommendation, the university leadership has the responsibility to ensure
that this strategy reaches all university community members, allowing and involving all
the ecosystem of university services for online education.

4. Discussion about the Challenges to Online Education in Higher Education

For a face-to-face university, leaping into the online paradigm, although not exhaust-
ively, means a substantial change in the organisation. Changes always generate rejection
and reticence that must be overcome, and this implies challenges to be faced, not only by
the institution, but also by the main actors in this training process, the teaching staff and
students.

From the institutional perspective, the challenge is based on a global need to face its
integral digital transformation. Online education is essential, although not the only, part
of the transformation of teaching to better adapt to a digital society’s needs and character-
istics. To do so, it is necessary to lay the strategic foundations, that is, to know where one
wants to go with the incorporation of online education in its multiple variants. As pro-
posed in this paper, having a reference model is a crucial necessity to reinforce the insti-
tutional strategy and policy. The services ecosystem for online education should be rede-
fined and integrated into the current university organisational and administrative struc-
ture that must be aligned with the institutional strategy. In order to support online edu-
cation, an institutional technological ecosystem should be implemented, including both
the physical and the logical infrastructure. The logical infrastructure must reflect the same
integration, and interoperability sought with the ecosystem of services. Nevertheless, ser-
vices and technology are not enough for defining the institutional strategy on online edu-
cation. Human resources, both from a teaching and technician perspectives, are crucial to
coping with the workload resulting from an online training offer. Human resources must
comply with the ethical behaviour defined in the ethical layer of the reference model.

Institutionally, it is not enough to have a strategy and the whole support structure.
Both at the level of human resources and of technology, it is necessary to communicate
this university policy to the rest of the community, placing a particular emphasis on at-
tracting and convincing teaching staff who, at least initially, are often reluctant to change
the teaching paradigm.

The institution must put all the safeguards in place in the systems and procedures to
preserve the confidentiality and privacy of the data of all persons who end up taking part
in online training, to avoid the dark side of the digital transformation of teaching.

From the perspective of quality assurance, the institution must take great care to en-
sure that all processes, at the various levels, are adapted to guarantee quality assurance
and ethics, as well as those aspects that deal with the updating of online content and with
the privacy of participants. All this within the appropriate framework of sustainability
and return on investment.
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Teachers are faced with the challenge of adapting to a new paradigm in which, if they
decide to become involved, they will have to make a considerable effort to implement the
subjects and subsequently focus on the learning platform. It is substantially important for
teachers to see their teaching commitment properly recognised. Unfortunately, this com-
mitment has so far suffered from a lack of definition that has hindered its recognition.

From the perspective of the instructional design of the subjects of a given online pro-
gramme, coordination with the rest of the teaching staff takes on as much or more im-
portance as in face-to-face teaching. In the digital context, coordination errors and content
overlaps are more evident. Furthermore, the organisation and sequencing of the contents
and activities require assuming the type of instruction’s characteristics to be developed.
The activities” synchronous or asynchronous nature influences the students’ and teachers’
effort estimation as well as the integration of transversal competences.

When teaching action begins and therefore, interaction with students starts, it is a
significant challenge to manage time correctly in order to provide an adequate response
time that does not block students and allows the flow of instruction.

Online students are faced with the first challenge of assuming that the flexibility of
following a degree online has limits and consequences. The greater the degree of flexibility
and autonomy, the greater the risk of abandonment due to the weight of loneliness. Time
management appears as a fundamental challenge also associated with the flexibility of the
online context.

The digital ethics component is critical, seen from all perspectives, including stu-
dents’ patterns of behaviour in interactions with faculty and peers, the preservation of
their privacy and that of other participants, and their attitude and respect for others’ in-
tellectual property.

Finally, online students need to feel part of universities, even though they may not
be physically there for their training programme duration. This is a challenge that must
be shared with the rest of the actors, i.e., the teaching staff and ultimately the institution
represented by all the administration staff and the processes and services offered that
must reach them under the same conditions of equality as if they were face-to-face stu-
dents.

5. Conclusions

On a global level, the university, especially the face-to-face university, is in an un-
stoppable digital transformation process. This transformation includes the adoption of
online education if it is not to be left out of a process of change that is already universal
and growing. Therefore, the non-face-to-face education model is now part of a strategic
transformation of the university.

Faced with this situation of change, traditional universities find themselves facing
scenarios that are new and which, therefore, produce and essential vertigo: risks vs. op-
portunities. Those who best adjust their mission, redefine their vision, and adapt their
processes will have more significant opportunities in the immediate future.

Above all, any university that wants to assume this responsibility must be prominent
and convey to its community that online education is not a second-rate product when the
means are put in place to guarantee the quality of the process, and the teaching effort
involved is recognised. Investments must be made into the infrastructure, the technical
means, and the teaching staff required.

In this context, emphasized by the effects of the COVID-19 pandemic, we have de-
fined a framework for introducing eLearning models in mainly face-to-face higher educa-
tion institutions. The proposed model has been theoretically subtended on years of prac-
tice and experience in the institutional government of IT processes related to learning
technology. The model pretends to be a reference for helping non-virtual universities to
face the digital transformation in teaching.

Online education does not mean that face-to-face universities must abandon their
commitment to what is to them a natural teaching model. Instead, universities can see it
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as a strategical opportunity. In that case, an option appears for completing the catalogue
of educational offerings with online and/or blended learning degrees. This allows univer-
sities to become visible actors in a market share that is increasingly in demand and that is
expected to grow exponentially in the short and medium term. Entering into these dy-
namics is not compulsory, but if a university does, it must compete with a quality offer,
as good as is it is expected of the institutional brands that are represented, in order to
differentiate itself in a market of multiple offers of a very diverse type and condition.

6. Limitations

The proposed model is limited by the experience in a face-to-face public university
and should evolve with the acceptation and penetration of the higher-education institu-
tions” government IT processes.
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